TechStrategy' Research

Helping Business Thrive On Technology Change

FORRESTER

FORRESTER'




By Laura Koetzle
With Charles Rutstein
Angela Tseng

Robert Whiteley

Headquarters
Forrester Research, Inc.
400 Technology Square
Cambridge, MA 02139
USA

Tel: +1617/613-6000

Fax: +1617/613-5000

www.forrester.com

JeiEl. FORRESTER' HIH

The TechStrategy™ Report

AUGUST 2003

How Much Security Is Enough?

Today’s I'T security spending is reactive and inefficient.
Firms should tackle I'T security differently: Use zero-based
budgeting, create scenarios to combat uncertainty, and

manage security like other business risk.

() INTERVIEWS
*40% of I'T security execs interviewed say they spend I'T
security dollars on the wrong risks.

* Nearly half of respondents deem budgeting processes
flawed.

) ANALYSIS
* Use zero-based budgeting to rationalize I'T security spend.
* I'T security is a business risk like any other: Firms must
build scenarios and assemble a risk management portfolio.

(O AcTION
¢ I'T security consultancies and insurers: Stick together.

() WHAT IT MEANS
e First movers AIG and Marsh will maintain the lead in I'T

security insurance.

RELATED MATERIAL

GRAPEVINE

ENDNOTES
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INTERVIEWS

The IT Security Budgeting Process Is Broken

Security czars at large firms spend millions to secure their firms but are
at a loss when asked for specific justification of that expenditure. Despite
the complexity of information security, few firms have rigorous budgeting

processes, and nobody seems to know how to fix the problem.

LARGE COMPANIES SPEND MILLIONS ON IT SECURITY . ..

Forrester interviewed 50 I'T security decision-makers at firms with more than $1 billion
in revenue ($1B-plus) to investigate how they set security budgets. Our findings? I'T
security budgets vary widely, and nearly one-third of firms interviewed admitted they’d
overspent their 2002 security budgets (see Figure 1-1 and see Figure 1-2). 2003 doesn’t
look much better -- only 56% are confident that their budgets will prove adequate

(see Figure 1-3).

“The business units don’t really understand I'T security spending -- the reasons
behind it are too abstract for them. If they truly understood what was at stake and
how critical I'T security is, I'm pretty sure they wouldn’t include it in their 10%
across-the-board I'T budget cuts.” (Publishing company)

“We spent far more on I'T security than we had budgeted for in 2002 because
everything happened at once: We had more worm outbreaks, we implemented
anti-spam software in response to user complaints, and we stepped up efforts to
harden and patch our operating systems. We still have a huge amount of work
ahead of us -- so we’ll overspend again this year.”

(Telecommunications equipment supplier)

“Our IT security budget is never adequate. By the end of the year, we’re stealing
from one part of the business to help another -- it’s like taking the batteries out
of the smoke detector to use in a flashlight.” (Government agency)

. . . But Few Can Rationally Justify Their Spending

Sixty percent of the firms we spoke with still don’t know how much security incidents
cost their firms in a given year. Our respondents extrapolate using their past spending
and industry benchmarks, but they really don’t know how much to spend -- or what
to buy. The result? Forty percent of our experts think their firms don’t direct enough
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Figure 1 Firms Spend Millions On IT Security

“How much has your company budgeted to spend on IT security in 2003 (US$)?”

40%

28%

14%

4% 4% 4% 2% 4%

Up to $5 $11 $21 >$50 Can't Nocon- Don't
$5 million million-  million- million-  million disclose solidated know

$10 $20 $50 security

million  million  million budget

Base: 50 $1 billion-plus companies

“Do you think that your company spent
more on IT security in 2002 than it
planned to?”

Don’t know/
Not applicable
4%
Yes
32%
No
64%

Base: 50 $1 billion-plus companies

“Do you think 2003’s budget will be
adequate?”

Not applicable
2%

Yes
56%

No
42%

Base: 50 $1 billion-plus companies

Source: Forrester Research, Inc.

money toward the most critical I'T security threats (see Figure 2-1 and see Figure 2-2):

“We don’t have any kind of system to track how much time and money we spend

responding to I'T security incidents. I wish we did, because when budget-setting

time comes, I can’t just throw out arbitrary numbers like “We spent 10,000 people-

hours,” and expect the CIO to take me seriously.” (Pharmaceutical company)

“Too many of our I'T security spending decisions are reactive. For example, if

there’s a large virus outbreak, we’ll sink money into antivirus. If we have an

intrusion, then we’ll buy intrusion detection systems. This results in an inefficient

clutter of technologies that don’t help us improve our overall security posture.”

(Government agency)
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Figure 2 IT Security Budgeting Is Misdirected And Complicated

“Which type of IT security incident poses “Do you think that your company directs
the most threat to your company'’s enough IT security spending toward
business?” its most threatening type of incident?”

Intellectual o

property theft 30% Not applicable
2%
Malicious code 30%
Yes
Financial fraud 22% 58%
Denial of service
attacks 8%
Unauthorized 6% No
access 20%
Human error| 2%
N/A| 2%
Base: 50 $1 billion-plus companies Base: 50 $1 billion-plus companies

“Who influenced the process that your company used to decide how much to
spend on IT security in 2003?”

Business unit personnel 38%
Rank-and-file IT people 34%
Security team 28%
C-level execs 18%
VP-level execs 10%
Board| 2%
Legal dept| 2%
Risk management| 2%
Don't know| 2%

Base: 50 $1 billion-plus companies
(multiple responses accepted)

“Which senior executive has to sign off on the IT security budget?”

70%
0 0 14%
12% 12% 8%
4% 4%
ClOo CEO CFO CSO CISO Other Don't
Base: 50 $1 billion-plus companies know/N/A

(multiple responses accepted)

Source: Forrester Research, Inc.
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“We don’t know the costs for specific security problems. And when we spend our
budget to plug one hole, we end up without money for another -- or we create
a new hole and have to remove the previous solution. It’s a guessing game, and
we're definitely losing.” (Manufacturing company)

Everyone Wants To Take Part In The Security Budgeting Process

I'T security managers dread budgeting season, because everybody wants participate
(see Figure 2-3). Seventy percent of firms require the CIO to sign off on their budgets,
and 24% need either CEO or CFO buy-in (see Figure 2-4). Nearly a quarter of our
respondents gripe that they must secure approval from more than one C-level exec.

“Determining the I'T security budget isn’t what I’d call a standardized process --
it’s more of a free-for-all. All the managers get in a room and throw everything
up against the wall. Whatever sticks gets approved.” (Healthcare company)

“Our I'T security budgeting process is not scientific: We don’t say, ‘Based on this
new problem, we’ll spend these additional dollars.” I wish it were scientific, but we
don’t have the data to support it.” (Telecommunications company)

“We’re trying to centralize I'T spending to put the squeeze on our vendors, so the
IT security budgeting process now involves far too many people. It definitely adds
time to any project -- it takes me an average of eight weeks to get money allocated

for anything, even tiny projects.” (Financial company)

“There are a lot of oars in the water, and it’s a constant challenge to get agreement
on even the most basic priorities. I accept input from all the stakeholders -- whose
opinions seem to change weekly -- but to actually accomplish anything, my team
must focus on solving problems rather than flitting from one vulnerability du jour
to the next.” (Telecommunications company)

Many Believe The Process Is Flawed, But Nobody Knows How To Fix It
When asked to reflect on their security budgeting process, almost half of respondents
said their processes were seriously flawed. Our interviewees know there’s got to be a

better way but aren’t sure what it is.

“Am I happy with our I'T security budgeting process? No, but I'm used to it. I've
been around for a while, so at least I know how the sausage-making works and
what to expect. There are much more scientific methods where you assess the risks
to the company’s business, but I'm not sure how to get our company to use that

approach.” (Software company)
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¢ Financial fraud: from below-threshold loss to catastrophic theft. ShipCo’s
large volumes of relatively small transactions provide ample opportunity to
camouflage financial fraud. ShipCo’s competency is express shipping, not
sophisticated pattern-based fraud detection -- thus, ShipCo is vulnerable to
financial exploitation, particularly by insiders.

* Equipment theft: requires replacement. Here we limit our scenario to the theft
of I'T equipment (as opposed to ShipCo’s logistics assets like trucks and rail cars).
ShipCo issues mobile phones and PDAs to drivers and warehouse workers, which
“disappear” at a rate of 10% per year. These assets are relatively inexpensive
to replace and can be easily disconnected from the proprietary applications that
access ShipCo’s tracking data.

Combine Probability And Magnitude To Calculate Expected Cost

Using these scenarios, firms must decide which risks are worth addressing, how to
address them, and which risks they should simply shoulder. Forrester recommends
thinking about risks in four categories (see Figure 6):

¢ Unlikely and not costly. ShipCo’s CFO doesn’t worry about theft of proprietary
information. Meaning? ShipCo won’t invest in encryption-on-disk for storage,
email encryption, or outbound email filtering for proprietary information.

¢ Unlikely and costly. ShipCo uses insurance to insulate itself against the unlikely
event of large-scale financial fraud. To reduce the cost of its insurance policy,
ShipCo performs rigorous screening of potential hires and employs internal
auditors who use tools from vendors like VeriSign and Fair Isaac to sift online

and offline transactions for fraud.

¢ Likely and not costly. The hardware ShipCo issues to its field employees is
relatively inexpensive. ShipCo uses strict performance evaluations to ensure that
employees protect their devices, but it doesn’t rely on sophisticated security.
The firm does, however, immediately deactivate any misplaced devices.

¢ Likely and costly. ShipCo’s most pressing risks include malicious code,
compromised access, and denial of service. Thus, ShipCo’s highest-priority items
include: 1) antivirus; 2) platform provisioning tools to automate OS patching and
configuration management; 3) intrusion detection systems (IDS); and 4) denial of
service protection services from its carriers (see the March 2003 Forrester Report
“Can Microsoft Be Secure?”).?
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Figure 6 Scenario Segmentation For ShipCo
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Source: Forrester Research, Inc.

3. MANAGE RISK WITH TECHNOLOGY -- AND OTHER TOOLS

Most I'T security managers have a reflexive response to new threats -- buy more security
widgets. But that strategy ignores all the other -- often less costly -- risk-mitigation
choices. Rather than default to spending more money, firms should first consider
whether they can mitigate the risk through other means. In general, firms have four
strategies available to handle any risk, including I'T security risk:

* Acceptance: Count on your response capability. As in the case of ShipCo and
theft of proprietary information, some risks’ worst-case scenarios cost less than
protective or mitigating measures. So firms shouldn’t waste time on anything

other than incident response plans to handle those risks.

¢ Financial: Transfer the risk to someone else. Because the I'T security and
eBusiness risk insurance markets are in their infancies, firms tend to -- incorrectly --
ignore I'T security risk transfer options. But insurers like AIG and Marsh offer
reasonably-priced insurance policies to protect against I'T security risks like
distributed denial of service (dDoS)-related system downtime.
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* Technical: Acquire I'T security widgets to reduce risk. Security vendors
stand ready to sell products to address every real -- and imagined -- security
threat. It’s up to I'T security chiefs to ensure that every security purchase aligns

with a specific threat scenario.

* Procedural: Change how your firm’s people do things. I'T security staffers
tend to be geeks first -- and often neglect the procedural elements of I'T security
in favor of shiny new technology. But deep down, security pros know that hackers
use social engineering techniques, such as posing as help desk staffers to obtain
passwords, at least as often as they exploit technical weaknesses. Thus, firms must
direct more energy to I'T security education and awareness.

Build A Portfolio Of Risk Management Strategies
Using these tools, security managers should build a portfolio of protection against the
risks identified in their scenarios (see Figure 7). Here’s how to successfully combine

acceptance, risk transfer, technical, and procedural strategies into a cohesive portfolio:

* Accept risks that are of minor impact, regardless of likelihood. The chief
security officer (CSO) at a large office-products retailer doesn’t worry about
securing the wireless network traffic in his firm’s warehouses. Why? Because no
one can hurt his business armed with the knowledge that one of his warehouses
is out of stock on 11”x17” copier paper.

* Employ financial options for risks that are unlikely but catastrophic. After
the tragic events of September 11, 2001, some argued that scenario-based risk
management is impossible because the past no longer affords a reasonable guide
to the future. But risk still follows a bell curve; the post-September 11 world has
merely shifted that curve to account for the increased probability of terrorism.

Scenario planning and insurance remain excellent tools for managing uncertainty.

* Blend technical and procedural strategies for common and costly events.
Neither technical nor procedural strategies for managing I'T security risk work
in isolation -- instead, firms should combine new technology purchases with I'T
staff and user training. For example, one transportation company moved its top
I'T security technologist into an architecture role and hired a business-savvy risk
manager as the new department head.
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Figure 7 IT Security Strategy: From Complexity To Simplicity
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Since 1998, I'T security services firms have raced to ink deals with insurers --
AIG with Unisys and Marsh with Internet Security Systems, for example --
to perform I'T security assessments of prospective customers. Five years later,
the consultancies still haven’t received a large volume of business through this
channel. But that will change over the next three years: As user companies
re-evaluate financial risk transfer strategies, insurers’ preferred I'T security
services partners can expect the business to start rolling in.

A raft of I'T security information management startups like ArcSight,
GuardedNet, and Intellitactics are working to create security data mining tools.
But these firms can’t match the business intelligence vendors’ analytical
expertise. Thus, security information management vendors should stick with
real-time alerting. Vendors like Cognos, Hyperion Solutions, and SAS Institute
should create post hoc analytical tools that don’t require PhDs in statistics to
operate and tailor them specifically for I'T security managers’ concerns.

Today’s gearhead CISSP-certified I'T security managers will need to become
business- and risk-management-savvy or risk being exiled to an architecture
board or the bowels of the datacenter. Technical training vendors scrambling
to replace the revenue from undersubscribed Web design and development
classes should hire unemployed recent MBA grads to teach scenario planning
to I'T security types.

With a few exceptions like British Telecom’s Syntegra arm, telecom carriers’
entries into the managed security services (MSS) market have largely
disappointed. Firms will never relinquish control over security policy to third
parties -- they’ll only delegate the technical enforcement of that policy.

So telecom carriers should offer upstream MSS -- like dDoS protection --
themselves and serve as reseller channels for other MSS from specialist
providers.
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Private-sector firms will use zero-based budgeting exercises to slow new I'T
security widget purchasing and focus on procedural and risk transfer strategies.
But governments don’t often have the option of transferring risk with financial
instruments. Thus, governments will buy cutting-edge I'T security technologies
at a faster pace than private sector firms. Meaning? I'T security vendors like
SAIC and MITRE with experience selling to governments will thrive, while
those without will struggle.

"Today, insurers don’t have nearly enough data on I'T security incidents and
tirms’ I'T security risk profiles to construct precise actuarial tables. Thus,
insurers’ premiums and requirements vary widely, and the insurers adjust both
frequently as they gather new information. Because they were among the first
large insurers to enter the market, AIG and Marsh will develop viable actuarial
tables first and be better able to assess prospective policyholders than their
competitors.

C-level executives will soon demand dashboard-style tools for understanding
security risk levels and policy compliance. Both security information
management vendors and analytics vendors will struggle to meet this need
because neither has experience building interfaces for a nonspecialist executive
audience. Thus, SIs and boutique I'T security consulting firms will fill this niche,
building semipackaged, customizable solutions for I'T security intelligence that
they can sell to multiple customers.

Information sharing and analysis centers (ISAC), intended as safe places for
firms to share information about I'T security incidents, have always suffered
from firms’ fears about that information becoming a competitive weapon. I'T
security services firms will step into the vacuum, collecting customer data and
sharing it anonymously with new clients. User companies shopping for I'T
security services will evaluate the consultancies’ customer knowledge bases
along with their analytical, technical, and procedural capabilities.
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Putting a new spin on “hands-free” telephony.

In a bizarre tribute to 10 years of mobile communications, Ukraine is hosting a mobile
phone toss. Athletes receive points for style and form, and the current distance record
is 57 meters. However, the Ukrainian event’s choice of weapon -- the Samsung SGH-
R200 -- has created controversy among top mobile phone tossers, because Finland’s
Mobile Phone Toss World Cup allows only Nokia and Ericsson phones. The mobile
phone toss is not an elitist sport, however -- next time you can’t get a signal on your
handset, your rage may put you in the running for the gold.

Now you see it, now you don’t.

When Forrester spoke with Lawson Software Vice President Richard Daley about the
firm’s enterprise performance management software, Daley quipped that “the best user
interface is no user interface.” When customers’ systems go critical, Lawson’s Smart
Notification tool bypasses its management portal and alerts the appropriate decision
makers via mobile phone, pager, or BlackBerry. However, if Lawson fails to calibrate
the tool correctly, sandy-eyed I'T executives may conclude that the best performance
management software is no software at all.

Divorce . . . by cell phone?

In Malaysia, a judge recently ruled in favor of a defendant who had divorced his wife
via a mobile phone text message, reasoning that SMS was just another form of writing.
The judge held that the defendant’s SMS message to his former wife -- which read “If
you do not leave your parents’ house, you will be divorced” -- satisfied the sole legal
stipulation that the message be clear and unambiguous. However, we’re not sure what
the judge would have thought of “u irrit8 me. i divorce u.”

For the telecom guy (or gal) who has everything.

In Africa, basket weaving is an ancient craft that makes use of readily available materials
to produce functional works of art. But rural African telcos have a problem:
Multicolored telephone wire is great for making baskets, and it’s easily harvested from
those funny “trees” that run through rural areas. Frustrated by nightly infrastructure
looting, telephone operators have capitulated and begun distributing scrap wire to rural
artisans.



How Much Security Is Enough?
ENDNOTES

Sixty-five percent of North American I'T security decision-makers didn’t know the cost of their

firms’ I'T security incidents at the end of the year.

The IT security market as a whole is in an adolescent state. Some core security categories -- such
as firewalls -- have matured into stable markets with low growth rates and a few large vendors.
However, others -- such as incident response and I'T security architecture and management services

-- remain in their infancy.

Some of the elements of IT security implementation respond exceedingly well to economies of
scale, such as 24x7 I'T security device monitoring. To do this in-house, an average company with
$1 billion in annual revenue would have to spend more than $700,000 on labor alone (by hiring six
tull-time I'T security staffers to cover all shifts and account for vacations and training). An MSSP
will perform the equivalent function for less than $180,000.

Hugh Courtney, Jane Kirkland, and Patrick Viguerie, “Strategy Under Uncertainty,” Harvard

Business Review, November 1, 1997.

Organic IT promises to double the utilization and efficiency of I'T infrastructure. Firms with more
than $1 billion in revenue like the fictitious but realistic ShipCo should begin the voyage now by

shifting their purchasing plans to include organic technologies.

The SQL Slammer worm used a known Microsoft security vulnerability to clog the Internet.
To guard against future worms like this, users should combine platform provisioning, aggressive

system patching, IDS, and DoS protection.

“Compromised access” is a roll-up of the following categories used in “IT Security Fails -- Now

What?”: “sabotage of data networks/compromised access,” “insider abuse of net access/abuse of

network,” “unauthorized insider access,” and “system penetration by outsider/hacker attack.”

IT security chiefs feel trapped: Microsoft doesn’t give them enough support, and CIOs demand
availability despite critical security risks. To escape from this bind, users must use the security
partnership to: 1) establish a small number of security-validated Windows configurations; 2) build
virtualized test environments to ensure patch stability; 3) use platform provisioning tools to deploy
the patches; and 4) subscribe to a patch and security management service from a vendor like

TruSecure.
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